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1. Presentation
During the l�st ye�rs we h�ve seen � gre�t incre�se in the use of the internet by �ll
of us. This h�s m�de it more import�nt to keep the security �nd integrity of d�t� in
�ny communic�tion th�t t�kes pl�ce over the Internet.
During this semin�r you will le�rn �nd underst�nd the methods �nd best pr�ctices
to solve th�t problem �nd you will be �ble to cre�te secure communic�tions using
different techniques th�t will be expl�ined during this semin�r.
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2. Contents
1. Introduction to cybersecurity

1.1. History
1.2. Concepts

2. Cryptography
2.1. Introduction

2.1.1. Cryptography and cryptanalysis
2.1.2. Basic encryption model
2.1.3. Substitution algorithms
2.1.4. Transposition algorithms
2.1.5. One Time Pads (OTP)

2.2. Symmetric Key
2.2.1. Basis of Sym. key
2.2.2. DES and 3DES
2.2.3. AES
2.2.4. ECB, CBC, others

2.3. Asymmetric key
2.3.1. Basis of asym. key
2.3.2. Asym. key algorithms

2.3.2.1. RSA
2.3.2.2. Others

2.3.3. Signatures and encryption
2.3.4. Key management
2.3.5. Certificates

2.3.5.1. How it works?
2.3.5.2. PKIs
2.3.5.3. Standards
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3. Authentication & Web Security
3.1. Authentication

3.1.1. Sym. & asym. key authentication
3.1.2. Diffie Hellman & Ephemeral DH
3.1.3. Authentication factors
3.1.4. Other concepts about authentication

3.2. Web security
3.2.1. DNSsec
3.2.2. SSL
3.2.3. Authentication & web
3.2.4. Web attacks

4. Firewalls and network Security
4.1. Firewalls
4.2. DMZ
4.3. Network attacks

4.3.1. DDoS and DoS
4.4. Iptables

5. Malware
5.1. Types of malware
5.2. Antivirus

6. Privacy & Anonymity
6.1. Anonymity vs privacy
6.2. GDPR
6.3. Tor
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3. Activities
3.1. Continuous evaluation
The continuous ev�lu�tion cont�ins: 2 “treb�lls virtu�ls” (TV), 2 controls (C), 1
present�tion (P), 1 Demo (D) �nd “el repte” of the modul ev�lu�ted in the 3 RA:

TV 1 TV 2 P 1 D 1 C 1 C 2 REPTE AvaluacióTotal
BInfo-E004-07 -Entén l�problemàtic� de l�necessit�t dedispos�r decomunic�cionssegures.

0% 0% 0% 0% 40% 60% 0% 100%

BInfo-E004-08 -Entén i �plic� els�lgorismesessenci�ls de xifr�tsimètric i �simètric.

35% 35% 20% 10% 0% 0% 0% 100%

BInfo-E004-09 -Aplic� solucionscriptogràfiques perobtenirconfidenci�lit�t,�utentic�ció,integrit�t i norepudi.

0% 0% 0% 10% 0% 0% 90% 100%
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3.2. Final evaluatation
The fin�l ev�lu�tion cont�ins: 2 “treb�lls virtu�ls” (TV), 1 fin�l controls (CF), 1
present�tion (P), 1 Demo (D) �nd “el repte” of the modul ev�lu�ted in the 3 RA:

TV 1 TV 2 P 1 P 2 CF REPTE AvaluacióTotal
BInfo-E004-07 -Entén l� problemàtic�de l� necessit�t dedispos�r decomunic�cionssegures.

0% 0% 0% 0% 100% 0% 100%

BInfo-E004-08 -Entén i �plic� els�lgorismes essenci�lsde xifr�t simètric i�simètric.

35% 35% 20% 10% 0% 0% 100%

BInfo-E004-09 -Aplic� solucionscriptogràfiques perobtenirconfidenci�lit�t,�utentic�ció, integrit�ti no repudi.

0% 0% 0% 10% 0% 90% 100%
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4. Extra resources
Bibliografia bàsica
Material del professorApunts form�t di�positiv� dels continguts del semin�ri.
Llibre de referència:– Network security essenti�ls: �pplic�tions �nd st�nd�rds - Willi�ms St�llings– Cryptogr�phy Theory �nd pr�ctice 4th edition - Dougl�s Stinson– Serious cryptogr�phy - Je�n-Philippe Aum�sson

5. Observations
- In-person ex�ms will only be repe�ted in exception�l circumst�nces. In order to be
eligible to ret�ke � test, the re�son for the �bsence must be justified with supporting
document�tion.
- Late submissions will not be accepted.
- If � student does not complete �ny of the �ssess�ble �ctivities, the RA gr�de with the
uncompleted �ctivity will be zero.
- All submissions will be m�de vi� the UdA Virtu�l C�mpus �nd must be submitted in
the format specified in the activity description.
___________________________________________________________________________________________


